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Challenges facing the information systems department since the implementation of the electronic health record (EHR).
1. Poor system usability as well as improper use of the system
[bookmark: _GoBack]When the system in the department is complex, for example, complex software which is difficult to use, they lack the user-friendly aspect and can result in usability errors and workflow incompatibility. A common error which might result is the “adjacency error” which the provider selects a wrong item from the drop-down menu (Harman, & American Health Information Management Association, 2016).
2. Wrong documentation capture
EHR systems have the system vendors which make documentation easier by using functionalities such as copy and paste. However, without the use of proper control system, inaccurate documentation may occur causing medical errors.
3. EHR system design flaws
HER system needs a complex system. However, in case there are flaws in the implementation system, it raises the risks of harm to the patients. In this case, the software bugs may delete information, jumble data or reposition it to the wrong storage causing data disorganization, or corrupted data.
4. Errors caused by the use of clinical decision support system
Poor decision support rules can happen in the Information systems department due to automation bias. For example, the users follow the computer’s advice which happens to be wrong. This might cause disruptions into the system which is not intended by the system developer (Harman, & American Health Information Management Association, 2016). 
5. High cost 
Investing in EHR can skyrocket costs in the health facility. It attracts unexpected costs such as Vendor’s fee, maintenance, and upgrade of the system. Others costs including the implementation cost, training, support costs, etc (Harman, & American Health Information Management Association, 2016).
Impact of the Health Insurance Portability and Accountability Act (HIPAA) on these challenges.
HIPAA governs the access and the exchange of health data between the health care facility and the EHR participants. HIPAA allows verification and compliance of physicians and personnel accessing health data thus the processes of treatment, payment or operation flaws are solved. In the case of fraud, HIPAA prevents health care fraud and abuse (Nass, Levit, Gostin, & Institute of Medicine (U.S.), 2015). Harman, L. B., & American Health Information Management Association, 2016). HIPAA requires the establishment of national standards for EHR. It also focuses on accountability and confidentiality of health information. HIPAA stipulates the creation of confidentiality systems within and beyond the health care premises. 
HIPAA covers all the patients and people working under the health care facility, the non-patient care employees, the health care plans such as insurance and Electronic medical records which are held by different personnel or companies. The goal of HIPAA is to eradicate the challenges faced in EHR such as ensuring there is a limit use of health information and complying with confidentiality regulations. Eradication of EHR challenges through HIPAA means that health care information is protected from flaws, exposure, etc (Simmers, Nartker, Kobelak, 2016). 
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